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01 < 


IDOCTYPE PurchaseOrder[ 


02 


< [ELEMENT PurchaseOrder (UserlD. Pr ice. i CreditCard :) > 


03 


)• 

< IATTLIST PurchaseOrder Id ID #IMPLIED> V 

320 


04 


<! ELEMENT UserlD (#PCDATA) > 


05 


<! ELEMENT Price (#PCDATA) > 


06 


< (ELEMENT CreditCard (Issure. Number, Expire. Owner) > 


07 


< [ELEMENT Issure (#PCDATA) > 


08 


<! ELEMENT Number (#PCDATA) > 


09 


<! ELEMENT Expire (#PCDATA) > 


10 


<! ELEMENT Owner (#PCDATA) > 


11]> 
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*s.!UuuiTrL rurcnaseuraer oToitw rurcnaseuraer. qlq 


AO 


rurcnaseuraer 


a>i 
U4 


<*user iu;> luiy^y /u<*/user i u*> 


AC 


<Lrr i ce,> l uuuuu<*/rr i ce*> 


A£ 


<.oreciitLrard> 


AT 
0/ 


< 1 ssur>DuL</ \ ssuer> 


08 


< Number > 1234-5678-901 2-3456 </Number> 


09 


< Ex p i re > 1 2/05 < /Exp i re > 


10 


< Owner > Larry Gates < /Owner > 


11 


</CreditCard> 


12 


< /PurchaseOrder > 
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[19] 
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OK'DOCTYPE Key Info [ 

02 <! ELEMENT Key Info (Retrieval Method | KeyName) > 

03 < [ELEMENT RetrievalMethod(#PCDATA) > 

04 < IATTL 1ST Retrieval Method 

05 Type CDATA #REQU I RED 

06 URI CDATA #REQUIRED> 

07 <! ELEMENT KeyName (#PCDATA) > 

08 ]> 
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1 



0K1D0CTYPE PurchaseOrder [ 

02 < ! ELEMENT PurchaseOrder (UserlD. Pr ice.EncryptedData. ;EncryptedKeyi) > 

03 < 'ATTLIST PurchaseOrder Id ID #IMPLIED> 

04 <!ELEMENT User ID (#PCDATA) > 

05 <! ELEMENT Price (#PCDATA) > 1911 

06 <!ELEMENT CreditCarddssure. Number. Expire. Owner) > 

07 < ! ELEMENT I ssure (#PCDATA) > 

08 < ! ELEMENT Number (#PCDATA) > 

09 <! ELEMENT Exp ire (#PCDAT A) > 

10 < ! ELEMENT Owner (#PCDATA) > 

11 <! ELEMENT EncryptedData (Encrypt ionMethod, Key Info. C i pherData) > 

12 <! ATTLIST EncryptedData Id ID #IMPLIED> 

13 < ! ELEMENT Encrypt i onMethod (#PCDATA) > 

14 <! ATTLIST Encrypt ionMethod Algorithm CDATA #REOUIRED> 

15 < ! ELEMENT C i pherData (C i pher Va I ue) > 

16 < ! ELEMENT C i pherVa I ue (#PCDATA) > 

17 < 'ELEMENT Key Info (EncryptedKey?. (Retrieve I Method | KeyName))> 

18 < ! ELEMENT Retr i eva I Method (#PCDATA) > 

19 <! ATTLIST Retr i eva I Method > 

20 Type CDATA #REQUIRED ioio 

21 URI CDATA #REQUIRED> v 

22 <! ELEMENT KeyName (#PCDAT A) > ) 

23 : < ! ELEMENT EncryptedKey (Encrypt ionMethod, Keylnfo. C i pherData. ReferenceLi st) > : 
24| < 'ATTLIST EncryptedKey Id ID #IMPLIED> : 
25 i < ! ELEMENT Ref erenceL i st (DataRef erence | KeyRef erence) +> : 
26: < 'ELEMENT DataRef erence (#PCDAT A) > : 
27: < 'ATTLIST DataReference URI CDATA #RE0UIRED> : 
28: < 'ELEMENT KeyReference(#PCDATA) > : 
29: < 'ATTLIST KeyReference URI CDATA #RE0UIRED> ■ 
30 ]> 
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OKIDOCTYPE PurchaseOrder [ 

02 <!B_EMENT PurchaseOrder (User ID.Price.EncryptedData. EncryptedKey, i$ignature:)> 

03 < IATTLIST PurchaseOrder Id ID #IMPLIED> 

04 <! ELEMENT User Id (#PCDAT A) > ( 

05 <! ELEMENT Price (#PCDATA)> \ 

06 < 'ELEMENT CreditCarddssure. Number. Expire. Owner) > 1,311 

07 <! ELEMENT lssure(#PCDATA) > 

08 < ! ELEMENT Numbe r (#PCDATA) > 

09 <!ELEMENT Expi re(#PCDATA) > 

10 <! ELEMENT Owner (#PCDATA) > 

1 1 < 'ELEMENT EncryptedData (Encrypt ionMethod. Key I nf o. C i pherData) > 

12 < IATTLIST EncryptdData Id ID #IMPLIED> 

13 < 'ELEMENT Encrypt ionMethod (#PCDATA) > 

14 < IATTLIST Encrypt ionMethod Algorithm CDATA #RE0UIRED> 

15 < I ELEMENT C i pherData (CipherVa I ue) > 

16 <! ELEMENT CipherVa I ue(#PCDATA)> 

17 <!ELEMENT Key Info (EncryptedKey?. (Retr i eva IMethod | KeyName))> 

18 < 'ELEMENT Retr i eva I Method (#PCDATA) > 

19 < IATTLIST Retrieval Method 

20 Type CDATA #RE0UIRED 

2 ' URI CDATA #RE0UIRED> 

22 < ! ELEMENT KeyName (#PCDATA) > 

23 <! ELEMENT EncryptedKey(Encrypt ionMethod. Key Info. C ipherData. ReferenceL ist) > 

24 < IATTLIST EncryptedKey Id ID #MPLIED> 

25 < 'ELEMENT ReferenceL i st (DataRef erence I KeyRef erence) +> 

26 <! ELEMENT DataRef erence (#PCDAT A) > 

27 < I ATTL I ST DataRef erence URI CDATA #RE0U I RED > 1 310 

28 <!ELEMENT KeyRef erence (#PCDATA) > \ 

29 < IATTLIST KeyReference URI CDATA #REQUIRED> ) 

30 — — —..V. 

31 

32 
33 
34 
35 
36 
37 
38 
39 
40 
41 

42 ]> 



< (ELEMENT S i gnature (S igned I nfo, S i gnatureWlue. Key] nf 6?T>"" " 
< ! ELEMENT S i gned I nfo (Canoni ca I i zat i onMethod. S ignatureMethod. Ref erence+) > 
< ! ELEMENT Canon i ca I i zat i onMethod (#PCDATA) > 

< I ATTL I ST Canonical i zat ionMethod Algorithm CDATA #RE0UIRED> 
< ! ELEMENT SignatureMethod(#PCDATA) > 

< IATTLIST S ignatureMethod Algorithm CDATA #REQU I RED > 
<! ELEMENT Reference (D igesMethod. DigestVa I ue) > 

< IATTLIST Reference URI CDATA #RE0UIRED> 
< I ELEMENT D i gestMethod (#PCDATA) > 

< I ATTL I ST Di gestMethod Algorithm CDATA #RE0UIRED> 
<! ELEMENT DigestVa I ue(#PCDATA)> 
< 'ELEMENT S i gnatureVa I ue (#PCDATA) > 
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0K?Xml version="l O"?> ) 


02OD0CTYPE PurchaseOrder SYSTEM "PurchaseOrder. dtd"> \ 


03<PurchaseOrder ld="po"> 1401 


04 


<User ID> IOI94970</User ID> 


05 


<Price>IOOOOO</Price> 


: 1411 


06 


<EncryptedData ld="poED"> 


07 


<Encrypt i onMethod A Igor ithm="http: //www. w3. org/xm Ienc#aes1 28"/> 




Oo 


<Keylnfo> 




09 


<Retr ievalMethod Type="http://www. w3. org/xm 1 ence#EncryptedKey" 




10 


URI="#opEK"/> 




11 


</Keylnfo> 




12 


\ \j I fJ 1 1 1? i Vg La ^ 




13 


<C i pherVa 1 ue>SrYKz0a6i u/ei v5UZhTTaY9 </C i pherVa 1 ue> 




14 


</CipherData> 




15 


</EncryptedData> 




16 


<EncryptedKey ld="poEK"> 


1 1412 


17 


<Encrypi t ionMethod Al gor i thm="http: //www. w3. org/xml enc#r sa"/> 




18 


<Keylnfo> 




1 9 


<KeyMame > poWrapKey < /KeyName> 




20 


</Keylnfo> 




21 


<CipherData> 




22 


<C i pherVa 1 lie > kjZVnilbShov4v wqbYwOr i 70H </C i pherVa I ue > 




23 ; 


</CipherData> 




24 


<Ref erenceList> 




25 : 


<DataReference UR i="#poED"/> 




26 : 


</ReferenceList> 




27 


<XEncryptedKey> 




28 : 


<Signature> 


1413 


29 ! 


<Signedlnfo> 




30 ■ 


<Canonica 1 izat ionMethod Algor ithm ="http:/www. w3. org/xm l#e14n"/> 




31 i 


<SignatureMethod Algorithm ="http://www. w3. org/xmldsg#rsa-sharV> 




32 i 


<Reference URI="#po"> 




33 | 


<DigestMethod Algorithm ="http://www. w3.org/xm Ids ig#sha1"/> 




34 j 


<DigestValue>AZA0VqTorSSJ70BCA/tLY93rFMs=</DigestValue> 




35 : 


</Reference> 




36 : 


</Signedlnfo> 




37 i 


<S i gnatur eVa 1 ue >ZknU0a JsxNR5 1 nHh i G25PKg==</S i gnatureVa 1 ue > 




38 i 


<Keylnfo> 




39 ! 


<KeyName >H i tach i . SDL </KeyName > 




40 • 


</Keylnfo> 




41 i 


</Siqnature> 




42</Purchase0rder> 



miE# 2004-3003687 



#11 2003-140568 



^-v: 15/ 



[il 5] 



m 






■M 

"O 




i_ 




CD 


■*rtnt* 




A,, I— 


o -o 

CD 


■K 
mi 


CO O 
CD M— 


* rK 
tUTTT 


Pure 
Keyl 








-M 








. CD 




-o 




CD 1- ! 






CD CO 

o ca 
co -c: 
CO o 

O =3 








-M 

CO 


m 


"O CO 
4_j 

"O \ 


rS 


Signature. 
/Signature 


1? 










"3- 



tb!E#2 004-3003687 



12003-140568 



^-v: 16/ 



O 



[HI 6 3 



m 1 6 



1611 



OKIDOCTYPE Signature [ 

02 < 'ELEMENT S ignature (Si gned Inf o. S i gnatureVa lue. Key Info?, i PurcKaseqrder": ) > 

03 < IELEMENT Signed Info (Canonical izationMethod. Si gnatureMethod, Ref¥renc¥+) > 

04 < 'ELEMENT Canonical izationMethod (#PCDAT A) > 

05 <!ATTLIST Canonical izationMethod Algorithm COATA #REQUIRED> 

06 < ! ELEMENT S i gnatureMethod (#PC0ATA) > 

07 <!ATTLIST Si gnatureMethod Algorithm CDATA #REQUIRED> 

08 < IELEMENT Ref erence(D igestMethod, DigestValue> 

09 < IATTLIST Reference URI CDATA #REQUIRED> 

10 < ! ELEMENT D i ges tMethod (#PCDAT A) > 

11 < ! ATTL I ST D igestMethod Algorithm CDATA #(£QUIRED> 

12 < IELEMENT DigestVa lue (flPCDATA) > 

13 <! ELEMENT Si gnatureVa lue (PCDATA) > 



14 
15 
16 
17 
18 
19 
20 
21 
22 

23 
24 
25 
26 
27 
28 



< IELEMENT PurchaseOrder (UserlD. Pr ice. CreditCard> 

< IATTLIST PurchaseOrder Id ID #IMPLIED> 

< ! ELEMENT User ID (#PCDATA) > 

< ! ELEMENT Pr ice (#PCDATA) > 

< IELEMENT CreditCarddssuer. Number. Expi re. 0wner)> 

< I ELEMENT Issuer (#PCDATA) > 
< I ELEMENT Number (#PCDATA) > 

< IELEMENT Expi re (#PCDATA) > 

< I ELEMENT Owner (8PCDATA) > 



< (ELEMENT Keylnfo(EncryptedKey?. (Retrieval Method | KeyName))> 
< I ELEMENT Retr i eva I Method (#PCDATA) > 
< IATTLIST RetrievalMetod> 

Type CDATA #RE0UIRED 

URI CDATA #RE0UIRED> 

< I ELEMENT KeyName (#PCDATA) > 



1612 



1613 



29 ]> 
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2001 



PurchaseOrder. dtd 


/PurchaseOrder/Cred i tCard 


Replace 





















2 13 



2 1 



PurchaseOrder. dtd 


/PurchaseOrder/CreditCard/after 0 


Replace 
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